
 
 

 
 

DULWICH VILLAGE C OF E INFANTS’ SCHOOL 
Online Safety Policy (OSP) on Internet and Mobile Phone Use 

 

The purpose of the Online Safety Policy: 
The purpose of this policy is to ensure that all staff, parents, governors and children understand and agree 
the school’s approach to online safety.  The policy relates to other policies including Child Protection and 
Safeguarding, Computing curriculum, Bullying and Health and Safety. 
 
Writing and reviewing the Online Safety Policy: 
The designated child protection officer will ensure that online safety issues are integrated into all of their 
work and the Leadership Team (LT) and Governors will both promote this policy and review it annually.   
This policy is to be followed and adhered to alongside the Keeping Children Safe in Education Statutory 
Guidance (Sept 2020), DVIS Safeguarding Policy and Anti-Bullying and Anti-Prejudice Policy.  
 
 
 
Teaching and Learning 
The Internet is now regarded as an essential resource to support teaching and learning.  The curriculum 
requires pupils to learn how to locate, retrieve and exchange information using IT.  In delivering the 
curriculum, teachers need to plan to integrate the use of communications technology such as web-based 
resources and e-mail and mobile learning, such as touch screen tablet devices.  Computer skills are vital to 
access life-long learning and employment: computing is now seen as an essential life-skill. 
 
Internet use will enhance learning 

 The school Internet access is filtered through London Grid for Learning which allows us to monitor 
access to the Internet and provide a level of protection.   

 Pupils will be taught how to keep safe and act responsibly online and be given clear objectives for 
Internet use. 

 Pupils will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation. 

 This learning and teaching will cover important issues such as cyberbullying, the use of taking 
inappropriate photos, and how to report misuse.   

 
Managing Internet Access 

Children have access to the Internet from many places: home, school, libraries.  However we recognise 
that, increasingly, pupils are accessing the Internet on personal devices and on systems that are not 
filtered.  We recognise, as Ofsted does, that when schools use fully ‘locked down’ systems, children may 
not be given enough opportunities to learn how to assess and manage risk for themselves.    
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Managing filtering 

 The School will work with the LA, DfE, LGFL and the Internet Service Provider to ensure that regular 
checks are made so that the filtering methods selected are appropriate, effective and reasonable. 

 If staff or pupils discover an unsuitable site, it must be reported to the Designated Safeguarding 
Lead (Helen Poyton or Sue James/Tanya Easter). 

 The school cover the issue of reporting and knowing how to respond to inappropriate content, 
contact or conduct through our active education programme which includes supporting parents.  
 

Introducing the Policy to Pupils 

 Rules for Internet access will be posted in all classrooms where computers are used. 

 A Pupil’s Guide will be shared with pupils at school as they start to use the computers in schools for 
the first time and this is attached as an appendix to this policy.  

 Online rules will be discussed with pupils at the start of each year, covering both home and school 
use. 

 The pupils will receive online safety lessons and will be constantly reminded of how to be safe 
online. 
 

Parents and Online Safety 
In its 2020 guidance on online safety within schools, Ofsted is clear that when it comes to online safety, 
outstanding schools recognise that relationships with families and a whole school approach to developing 
support for online safety is vital. We as a school, therefore, will adopt a whole school approach and 
prioritise the active education and support of parents in their use of technology. 

 Parent’s attention will be drawn to the Online Safety Policy in newsletters and on the school 
website.  

 The school will run regular online safety evenings and events to help keep parents up to date.   
 
The Internet provides children and young people with access to a wide-range of content, some of which is 
harmful.  Extremists use the Internet, including social media, to share their messages.  The filtering system 
used at Dulwich Village C of E Infants’ School blocks inappropriate content, including extremist content.  
Where staff, pupils or visitors find unblocked extremist content they must report it to a member of the 
Leadership Team immediately. 
 

Staff and online safety 
We will actively support our staff and provide training for them on social media and mobile phone use and 
misuse to ensure that they know how to protect pupils, how to deal with reports, and are also protected 
from allegations of misuse themselves.  The appendix to this policy includes specific requirements of staff 
in using IT which is included in the staff handbook given to all new DVIS staff.   
We believe that this policy and the training we provide for staff will ensure that all staff know:  

 The range of online issues and risks (for example the ‘3C’ risk areas of Content, Contact and 
Conduct) 

 How to support pupils and families in using new technologies (including social media)  

 Know how to report and manage issues of concern 

 Know how to keep their data safe and secure and understand the difference between personal and 
professional communication  

 How to protect and conduct themselves professionally online  

 Be able to implement online safety issues in relevant areas of the curriculum 
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Mobile Phone Use 
Dulwich Village C of E infants’ School sets out expectations of mobile phone use in school in the school’s 
code of conduct (pg 2 & 3). 
 
Remote learning 
Teachers may need to teach children remotely via Google Classroom, using Google Forms, Google Meet or 
use their mobile phone/ school email account to communicate with parents, pupils or staff (if the member 
of staff is using their own phone this has no caller ID enabled). 
 
Staff must refer to the expectations set in the DVIS staff code of conduct with reference to communicating 
with pupils and parents, and staff-pupil relationships, as well as our safeguarding policy and acceptable 
user’s policy.  
 

Monitoring and Review 
We will include this online safety policy and evidence of its implementation in any inspection evidence and 
will keep a log of online safety incidents (including outcomes and follow-up actions). This recording of any 
incidents for example allegations of cyberbullying, will help us audit the effectiveness of our policy.    
We believe that by regularly reviewing this policy and keeping it up to date, we will be:  

 Quick to respond to emerging issues related to safe use of ICT and be able to ensure that basic 
principles of safeguarding are forward compliant (i.e. that the principles outlined in this document 
are relevant to emerging technology and new platforms).  

 Be a leading example on online safety for other schools and be able to share our policies and 
learning with partner schools around the world, including providing training. 
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APPENDIX 1 

Dulwich Village C of E Infants’ School STAFF  
This AUP code of conduct should be signed by any adult making use of the school’s internet facility on school premises.  

General 

 Any use of school IT resources must be for professional or curriculum purposes.  

 Usernames or passwords should not be disclosed to anyone other than those people responsible for managing and 
running the system. 

 Always respect the privacy of other users’ files. Do not enter files held on the hard drives in school without their 
expressed permission. 

 Data protection policy requires that any information seen with regard to staff or pupil information, held within the 
school’s information management system, must be kept private and confidential - EXCEPT when it is deemed necessary 
or required by law to disclose such information to an appropriate authority. 

 Only authorised mobile storage devices can be used with encryption when transferring sensitive or confidential data. In 
circumstances where mobile storage is not available, sensitive or confidential data may be emailed using the school 
email system if both the sender and recipient are internal (within the school e.g. @dulwichvillage.southwark.sch.uk). 

 Do not give out personal details such as email addresses or telephone numbers of any member of the school 
community without their express permission. 

 Mobile phones or personal cameras should not be used to take photographs of children in school under any 
circumstances. School cameras/ iPads should be used for any photographic work and when possible downloaded on 
top secure files on the schools hard drive so the memory card can be erased of all content.  

 Teachers should ensure they take the school mobile phone with them on trips and use this for contact with 
school/parents.  This number should be distributed to other adults on the trip for contact with the class teacher during 
the day. 

 Equipment and media taken off site must not be left unattended in public places and not left in plain sight. 

 Technical issues, including any online safety matters, need to be referred via Turn IT On Portal.  

Internet  

 Always supervise pupils using the Internet or ensure that another appropriate adult properly supervises them.  

 Ensure that all pupils follow the correct safety procedures (refer them to the Pupil Online Safety Agreement published 
in each classroom).  

 Under no circumstances should you upload or download any material that is likely to be unsuitable for children. This 
applies to material of a violent, dangerous or sexual nature.  

 Check the source of any web based materials before using them with pupils because they could be inaccurate, biased 
or out of date. 

 If you find something inappropriate as a result of a search, please report to Helen Poyton, Sue James or Tanya Easter, 
who will address and resolve the issue with Turn IT On. 

 All materials to be published on the school website must be suitable for children to view.  Web links should be checked 
to ensure they lead to sites with appropriate content.  They should be regularly checked to ensure they are up-to-date 
and the link is not out of date.  

 If you wish to publish information or pictures on the website, only use photographs of children if you have permission 
via signed parental consent forms.  No names should be used or visible. 

 Access to social networks (e.g. Facebook) in school is not allowed as this is of a personal nature and should be viewed at 
home. 

 If teaching remotely, staff will follow the expectations as outlined in the code of conduct with reference to 
communicating with parents and pupils as well as the safeguarding and acceptable user policy.  

Email 

 Checking of e-mail is acceptable outside of contact time with pupils, ensuring that you log off and out of any account 
before children use computers.  

 Only school email accounts should be used for correspondence relating to school business.  The use of personal emails 
for school purposes is not allowed. 

 When using the school email account be aware of your audience. Professional dialogue must be maintained; the use of 
strong language, swearing, racist, sexist or aggressive comments are not allowed.  

You are required to report any incident that breaches the Online Safety Policy rules immediately to the Headteacher and/or 
Chair of Governors. 

I agree to the above policy and conduct: 

Signed:                                                                Print Name:                                                   Date: 
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Appendix 2  

We have RULES that keep us safe in our lives at school 
and at home. We should use these rules when using 
the Internet 

At school and home On the internet 
 

Trusted adults help us stay safe. 
We always know where a trusted  
adult is in case we need 
help.  
 

We keep personal information private. 
We don't talk to strangers when we are 
out and about and we don’t tell them  
personal details like our name or  
address. 
 
 

If we get lost we ask for help. 
If we ever get lost when we are out 
and about we immediately ask a 
trusted adult for help. 
 
 
 
 

If we are worried, we tell a trusted adult. 
When we feel unhappy, sad, worried or 
upset about something or someone we 
speak to a trusted adult. 
  
 
 
 

We are kind. 
We shouldn’t hurt others or say 
unkind things to them. Instead we 
show our school values with kindness 
and respect. 
 
 
 

We only use the internet when 
a trusted adult is with us. 

We keep our personal information safe 
and to ourselves. 

If we are not sure about what we are 
doing on the internet or we got lost in 

it, we ask a trusted adult for help. 

If we see something that makes us feel 
sad, strange, upset or worried on the 

internet, we will tell and show a trusted 
adult immediately.  

We are as kind and respectful online as 
we are in real life. 
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