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Dulwich Village C of E Infants’ School 
Data Privacy Policy 

  
What this policy is for?   
 
Data protection is an important issue and the School wants to do its best to make sure any personal data it 
handles is looked after.  This policy is designed to help staff, parents, pupils and others who come into contact 
with the School to understand (i) an overview of the School’s obligations in relation to data protection; (ii) 
how the School handles personal data; and (iii) an overview of the rights that individuals have under data 
protection laws.    
 
The law regulating the processing of personal data in the United Kingdom is (from 25 May 2018) the General 
Data Protection Regulation (EU Regulation 2016/679).  Further details on any aspect of this policy and its 
implementation can be obtained from the School or you can find out more about data protection and how 
compliance is monitored in the UK at www.ico.org.uk.     
 
Why is it important? 
 

 As a School we must, by law, tell people why we are collecting their personal data, what we will use it 
for and how we will look after it.   
 

 All individuals have the right to complain to the Information Commissioner if they are concerned that 
the School’s processing of personal data is not in compliance with law.   
 

 The School could be subject to judicial proceedings for a failure to comply with data protection law 
and may be subject to a fine.   

 

 A deliberate breach of this policy will be treated as a disciplinary matters and serious breaches could 
lead to dismissal.   

  
Short on time? This section gives the highlights of the policy 
 

 If you have a concern about any aspect of personal data please contact Helen Poyton on 
office@dulwichvillage.southwark.sch.uk or 020 7525 9233.  The Data Protection Officer is Mrs Boudien 
Bird.   You also have the right to lodge a complaint with the Information Commissioner’s Office 
https://ico.org.uk/concerns.  

 This policy gives an overview of the School’s legal obligations in relation to data protection and the 
way we manage them.     

 This policy tells you what personal data we usually collect, what we usually do with it and who we 
might need to share it with e.g. we collect contact details so we know who to contact in an emergency.  

http://www.ico.org.uk/
mailto:office@dulwichvillage.southwark.sch.uk
https://ico.org.uk/concerns
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 If we collect any personal data that isn’t going to be handled in the usual way we will tell you at the 
time why we are collecting the data.   

 Most of the time we will not need your consent to process personal data because we need the 
information to fulfil our legal obligations under the Education Act 1996.  If we do need your consent 
we will ask you to confirm it in writing and remind you that you have the right to withdraw your 
consent at any time.     

 Individuals have certain rights in relation to their own personal data, these include access and the right 
to rectification. Any requests relating to these rights can be made using the form at the back of this 
policy.   

 One of the key principles of protecting personal data is that it must be kept secure.  Staff must, in 
particular, ensure that when staff or pupil information (electronic or otherwise) is taken off site that it 
is kept secure at all times.  

Especially for the pupils  
 
We want you to know: 
 

 Information about you is very important. 

 It can tell others things like what your name is, where you live and what you like to do.  

 The law protects information like this and calls it ‘personal data’. 

 The School uses some of the personal things you tell us to help teach you and look after you.  
Sometimes we need to share this with other people to support us.   

 If we want to do anything unusual with your information we may need to ask your parents if that is ok.  

 The School has to look after this type of information very carefully and keep it safe.   

 Everyone, even children, has rights about personal data for example, you can ask what personal data 
the School has about you and also correct the information if anything is wrong (e.g. if you move 
house).   

 
Definitions 
 
‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); 
an identifiable natural person is one who can be identified directly, or indirectly, in particular by reference to 
an identifier such as a name, an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person.  
 
"Parent" has the meaning given in the Education Act 1996, and includes any person having parental 
responsibility or care of a child. 
 
‘Processing’ means any operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, 
storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, erasure or destruction.  
 
‘School’ shall mean Dulwich Village C of E Infants School. 
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INFORMATION ON THE LAW AND HOW THE SCHOOL COMPLIES 

 
What is personal data and how does the law say it must be handled? 
 
In simple terms, personal data is information that relates to a living individual, which is capable of identifying 
that individual eg. names, dates of birth, HR files.  The law recognises that personal data needs special 
protection so anyone processing personal data must comply with the data protection principles.  These 
provide that personal data must be: 
 
Principle 1: processed fairly, lawfully and in a transparent manner.  
 
Principle 2: collected for a specified, explicit and legitimate purpose and processed in accordance with this 
purpose.  
 
Principle 3: adequate, relevant and limited to what is necessary for the purposes.  
 
Principle 4: accurate and up-to-date.  
 
Principle 5: not be kept for longer than necessary for the purpose.  
 
Principle 6: kept secure. 
 
Below you will find further details about how we work within each of these principles.  
 
Principle 1:  How do we let you know what is going to happen with the personal data you give us?  
 
Our obligations: Individuals must be told who the data controller is (in this case, it is the School), why their 
personal data is being processed, and who their personal data might be shared with.  This should be done on, 
or before collection, or as soon as possible if the information comes from a third party (e.g. Southwark 
Council). For personal data to be processed lawfully certain conditions have to be met.  Most likely for the 
School the processing is necessary for compliance with a legal obligation as most of what the School does is 
because it is required to under the Education Act 1996.  If it is not covered by this condition the School will 
have to inform the individual what condition it is relying on.  Some categories of personal data have extra 
protection (e.g. health data) and we generally need explicit consent to process these.     
 
What we do: This policy is part of ensuring we are fair, lawful and transparent in processing personal data.  
We want to tell individuals what we do, why we do it and where to go if you have any concerns.  This policy 
aims to cover the most usual scenarios involving personal data but it cannot cover everything so if any 
information that needs to be given by law is not available in this policy we will aim to provide it as soon as we 
can.    
 
We collect and use information under the Education Act 1996 and as necessary for the purposes of carrying 
out the School’s legal obligations in employment and welfare.  If what we need to do with your data isn’t 
necessary for a legal obligation then we will tell you what condition we are relying on.  This may mean asking 
for your consent or informing you of the legitimate interest we are pursuing.  
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Principle 2: What personal data do we collect and for what purpose? 
 
Our obligations:  
 
The School needs to inform individuals what personal data we are collecting and why.  Generally we can only 
use the personal data for the specific reason we have collected it and not for another purpose.  The School 
also needs to inform individuals whether they have a choice to provide the information.  Where we need the 
personal data as part of a statutory or contractual requirement we have to let you know what the 
consequences are if you fail to provide it.   
 
What we do: 
 
We collect information such as: 

 Name and personal details (including employee number/teacher number, national insurance number) 

 Characteristics (such as race, ethnicity, language, age, nationality, country of birth and free school 
meal eligibility)  

 Attendance information (such as sessions attended, number of absences and absence reasons (for 
both staff and pupils))  

 Assessment information  

 Contract information (for employees such as start dates, hours worked, post, roles and salary) 

 Special educational needs information  

 Behavioural information 

 Family, lifestyle and social circumstances (including Next of Kin details)  

 Financial details 

 Education details and qualifications (for staff) 

 Employment details 

 Disciplinary records 

 Visual images, personal appearance and behaviour  

 Physical or mental health details 

 Religious or other beliefs of a similar nature 

 Trade union membership  

 Sexual life and orientation (staff only) 

 Offences and alleged offences    
 
For  

 Providing education, training, welfare and educational support services (including e.g. health checks 
and flu vaccinations)  

 To support pupil learning and assessment 

 To monitor and report on pupil progress 

 To provide appropriate pastoral care 

 To assess the quality of our services  

 To comply with the law regarding data sharing  

 Administer school property 

 Maintain our own accounts and records 

 Carry out fundraising 

 Support and manage our employees 

 Enable staff to be paid 

 Inform the development of recruitment and retention policies 
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 Enable the development of a comprehensive picture of the workforce and how it is deployed  

 We also use CCTV systems to monitor and collect visual images for security and the prevention of 
crime  
 

Sharing personal data   
 

We sometimes need to share the personal data we process with the individual themselves and also with other 
organisations.  Where this is necessary we are required to comply with all aspects of data protection laws.  
We do not share personal data with anyone without consent unless the law and our policies allow us to do so.   

 
We share personal data with the Department for Education (DfE) on a statutory basis.  This data sharing 
underpins workforce monitoring, evaluation and links to school funding/expenditure and educational 
attainment policy and monitoring.   
 
We are required to share information about our workforce members with our local authority (Southwark) 
under section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 
2007 and amendments.   

 
We may also share information with: 
 

 Schools that the pupil’s attend after leaving us 

 Our local authority (Southwark) e.g. relating to admissions, pupil premium calculations, staff payroll  

 The Department for Education (DfE) 

 Education, training, careers and examining bodies  

 School staff and boards (e.g. in the case of a dispute) 

 Family or legal representatives of whose personal data we are processing. (e.g. parents receive reports 
of their child’s progress, achievements, attendance and attitude at School).  

 Local and central government  

 Healthcare professionals  

 Social and welfare organisations (e.g. attendance information with the education welfare officer or 
early help services)   

 Police forces 

 Courts 

 Current, past or prospective employers 

 Voluntary or charitable organisations 

 Business associates and other professional advisers 

 Financial organisations 

 The Southwark Diocese Board of Education (e.g. in relation to personal development of staff and 
identifying leaders)  

 St Barnabas (including the Vicar) e.g. relating to admissions   
 

Data collection requirements:  
 
To find out more about the data collection requirements placed on us by the Department for Education (for 
example; via the school census) go to https://www.gov.uk/education/data-collection-and-census-for-schools  
 
 
 
 

https://www.gov.uk/education/data-collection-and-census-for-schools
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Principle 3:  Do you really need all this personal data?   
 
Our obligations: We are only permitted to collect personal data that is relevant and limited to what is 
necessary in relation to why we are processing them.  We cannot ask for personal data, ‘just in case’.  This is 
sometimes called data minimisation.   
 
What we do: We only collect the personal data that we need.  We won’t ask you for information that isn’t 
relevant, ‘just in case’.   
 
Principle 4: What if the information I give you changes?   
 
Our obligations:  We must make sure the personal data we hold is accurate and kept up to date.  We have a 
duty to take reasonable steps to make sure that any inaccurate data is deleted or amended as soon as 
possible.     
 
What we do: We do our best to keep personal data accurate and up to date.  Each year parents are asked to 
update their contact information. If you let us know of a change to your personal data, e.g an address or 
telephone number, then we will update our records as soon as is practicable.  Individuals have certain rights 
to request that we amend their personal data (see further below).   
 
Principle 5:  How long do you keep my personal data? 
 
Our obligations:  We are only allowed to keep personal data as long as we need it for the purposes we are 
processing it.   
 
What we do: We only keep your personal data as long as we need to.  We periodically delete personal data 
that we no longer need in accordance with the Retention Guidelines for School documentation issued by 
Southwark. As an example, we keep job evaluation documents for 5 years after the employment relationship 
has terminated and we pass pupil’s records onto their new school when they leave us in year 2.  If you would 
like further information about our document retention practices please contact the Headteacher.     
(See appendix A) 
 
 
Principle 6:  How do we keep your personal data secure?  
 
Our obligations:  We must only handle personal data in a way that keeps it safe.  This means making sure we 
take steps to avoid loss, damage or unauthorised processing of personal data.  It also means we need 
appropriate technical (e.g. firewalls) and organisational (e.g. training of staff to guard against data loss) 
measures in place.    
  
What we do: We do our best to keep personal data safe and some of the ways in which we do that are set out 
below.  If personal data is lost or unlawfully disclosed we take the matter very seriously.  Some examples of 
the steps we take are set out below.  The security policy for data is monitored and reviewed regularly.  Any 
data breach must be immediately reported to the Headteacher.  The School will report any data breaches to 
the Information Commissioner’s Office where appropriate.        
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1) Physical Security  
 
We have building security measures in place, such as alarms, deadlocks, access control, designated key 
holders and CCTV. Visitors to the School are required to sign in and out, to wear identification badges whilst in 
the School and are, where appropriate, accompanied.  
 
2) Electronic Security  
 

 Security software is installed on all computers containing personal data.  

 Only authorised users are allowed access to the computer files. 

 Computer files are backed up (i.e. security copies are taken) regularly.  

 Staff should consider whether any documents or files need extra security.  Technical assistance for 
encryption and password protection is available from the IT support in School.   

 
3) Procedural Security  

 Only authorised and trained staff are allowed to make disclosures of personal data.   

 Unless required by law, the School will not disclose anything on pupil’s records which would be likely 
to cause serious harm to a pupil’s physical or mental health, or that of anyone else – including 
anything that suggests that they are, or have been with the subject of, or at risk of, child abuse.      

 Personal data used within the School is only made available to those working within the School that 
need to know the information in order to do their work.   

 Staff should not leave their computers logged on to personal data (for example, SIMS) when they are 
not present in the room.   

 All staff are trained in their data protection obligations and their knowledge updated as necessary.  

 Computer printouts as well as source documents containing personal data are shredded before 
disposal. Confidential waste disposal is used where appropriate.   

 Students’ school record files should not be taken off-site except under exceptional circumstances.  

 Staff should not leave documents containing personal and sensitive data in places that can be accessed 
by unauthorised persons.  If appropriate such documents should be locked away.   

 
4) Contractors/External providers 
 
Personal data may only be transferred to a third party data processor under written agreement containing the 
required data protection law terms and sufficient guarantee it can comply with those laws.  We take great 
care in selecting the best contractors and external providers to work with.  If you would like any further 
information about third parties that process personal data on our behalf please contact the School Business 
Manager.  
 

Our other obligations 
 

In addition to the six principles above the School will: 
 

 not export personal data outside of the EEA unless there are adequate measures in place to protect its 
security. 
 

 review any significant new activity involving personal data to make sure it is in compliance with this 
policy and, where necessary, use a Privacy Impact Assessment.     
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 keep records to demonstrate that we are complying with data protection laws including maintaining 
records of processing, consents and data protection policies and procedures.    

 
 

Individual Rights 
 
Data protection laws give individuals certain rights in relation to their personal data.  This section gives a brief 
overview of those rights and how the School helps individuals to exercise them.  If you wish to exercise any of 
these rights you can use the form at the back of this policy to let us know.  Where a request comes from a pupil 
we will always check with a person with parental authority before processing the request.   
 
Access to personal data:  Individuals have a right to obtain confirmation from the School whether or not their 
personal data is being processed.  If the School confirms that it is processing an individual’s personal data then 
the individual may have access to that personal data and certain information (including purpose for 
processing). 
 
Right to Rectification:  Individuals have the right to have inaccurate personal data about him, or her, corrected 
and any incomplete personal data, completed.     
 
Right to be Forgotten:  Individuals may have the right to have their personal data erased in certain 
circumstances including where they are no longer necessary for the purpose they were collected or they have 
been unlawfully processed.   
 
Right to withdraw consent:  Where processing is based on consent an individual has the right to withdraw his, 
or her, consent at any time.  This does not affect the lawfulness of the processing based on consent before its 
withdrawal.   
 
Right to restriction of processing: Individuals may have the right to restrict the School from processing its 
personal data, for example if the accuracy of the personal data has been challenged by the individual.   
 
Right to data portability:  Individuals may have the right to request that their personal data be transferred to 
another data controller or provided in a format that will permit this transfer.    

 
Right to object: Individuals have the right to object to processing of their personal data for the purposes of 
direct marketing as well as other, limited rights to object including to processing based on legitimate interests 
or the performance of a task in the public interest.  
 
Right to object to profiling: Individuals may have the right to object to decisions being made solely on the 
basis of automated processing.   
 
How we processing requests for exercise of Individual Rights:  
 

 Requests must be made in writing.  You can use the form at the back of this policy.  

 Completed forms should be submitted to the School Business Manager.   

 If there is sufficient information to process the request an entry will be made in the Individual Rights 
Log Book showing details of the request and a planned response date.   

 If there is not sufficient information to process the request the requester will be informed.  
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In the case of any written request from a parent regarding their own child's record, access to the record will 
be provided within 15 school days in accordance with the current Education (Pupil Information) Regulations.  
  
Signed: 
Headteacher:……………………………………………….. 
 
Chair of Governors:…………………………………………………… 
 
Date reviewed 15.5.18 
To be reviewed May 2019 
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Dulwich Village C of E Infants’ School: Exercise of Individual Rights  
 
Enquirer's Surname………………………….............  
 
Enquirer's Forenames………………………………..  
 
Enquirer's Address …………………………………………………………………………………....  
Enquirer's Postcode ……………………………......  
Enquirer's  Telephone Number ………………………...............  
 
Which right do you want to exercise? (e.g. access to personal data, right to rectification etc.)   
 
……………………………………………………………………. 
 
Are you the person who is the subject of the records you are enquiring about (i.e. the "Data Subject")?         
YES / NO  
 
If NO,  
Do you have parental responsibility for a child who is the "Data Subject" of the records you are enquiring 
about?    YES / NO  
 
If YES,  
 
Name of child or children about whose personal data records you are enquiring  
 
……………………………………………………………………..  
 
Description of Concern / Area of Concern  
 
………………………………………………………………………………………………….  
 
Tell us what you are looking for us to do (e.g. description of the information you want or the details you want 
erased)  
 
………………………………………………………………………………………………….  
 
 
Please despatch Reply to: (if different from enquirer's details as stated on this form)  
 
Name.........................................................................  
Address..........................................................................................................................  
Postcode....................................................................  
 
Data Subject Declaration  
 
I request that the School search its records and provide a response based on the information I have supplied 
above relating to me (or my child/children).  
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I understand that the reply period will commence when I have supplied sufficient information to enable the 
School to perform the search.  
 
I consent to the reply being disclosed and sent to me at my stated address (or to the Despatch Name and 
Address above who I have authorised to receive such information).  
 
Signature of "Data Subject" (or Subject's Parent)         
……………………………………………………………………………………………….. 
 
Name of "Data Subject" (or Subject's Parent)  
 
 
(PRINTED)………………………………………………………..  Date …………………………………………. 
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Appendix A 

 
Guide to retaining documents Time period 

Employee offer letter Termination + 40 years 

CRB / DBS clearance Termination + 40 years 

Evidence of eligibility to work in UK Termination + 40 years 

Medical clearance and occupational health / 
Sickness records 

Termination + 40 years 

Qualifications Termination + 40 years 

Documents relating to workplace injury Termination + 40 years 

Information held on computer systems (Name, 
DOB, FDOS, employment history) 

Keep permanently 
 

Details of next of kin Keep until superseded 

Opt out of Working Time Directive Termination of agreement + 2 years 

Job evaluation documents Termination + 5 years 

Leave  (Annual, flexi, maternity, paternity, sick 
or TOIL 

Termination + 6 years 

Contract variations Termination + 6 years 

CPD documentation  Termination + 6 Years 

Disciplinary action (with sanction)   
 
Action on inappropriate behaviour towards 
children/safeguarding concerns 

Termination + 6 Years or 
 
Information to be kept Indefinitely 
 

Records documenting termination by 
resignation, voluntary redundancy, retirement 
(including medical) or death where a pension 
has been paid 

Termination + 6 years 

TUPE documentation Termination + 7 years 

Employment tribunal paperwork Termination + 7 years 

Compromise agreements Termination + 7 years 

Records documenting termination by 
resignation, voluntary redundancy, retirement 
(including medical) or death where a pension 
has not been paid 

Termination + 12 years 

 
 
 
 
 


